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BeeM 1n04pax coOOGLIETH CBOK YaCTHYI0 WHQOpMANWIO (HacToAlHEe HMs, (GaMHIHIO,
tenedoH, anpec, HoMep MWKOJLI, & Takxke poTorpadun cBoH, cBocH CeMBH U Apy3el),

2. OrkpsiBath BIOAEHHBIC (aiilbl 3MCKTPOHHOMN TOYTE], KOTJIA He 3HaeIllh OTNPaBUTES;

3. I'pybuts, npuaHparscs, OKA3LIBATE IaBICHHE — BECTH ceDs HEeBEWITHBO ¥ arpecCHBHO;

4. He pacriopsokaitcs JIEHpraMu Tpoeit cempr ©0e3 pasdpelieHHs CTapliMx — BCEria
crpamuBai poInTencii;

5. He scrpevaiics ¢ Mureprer-3HaKOMBIMH B peasJbHOH JKH3IHKM - IIOCOBETYHCA €O
B3POC/IBIM, KOTOPOMY J0BEPSEHb.

OCTOPOXHO

1. He Bce numyt npasay. Yunraems o ceGe nenpasay B Hurteprere — coobumm 06 stom
CBOHM DOJIHTENAM HJIIH ONEKYyHaM;

2. Tlpurnamaor nepernuchiBaTLCs, KIPaTh, 0OMEHHBATHES — IPOBEPD, HET JIN [10BOXA;

3. Hesaxounoe xonupopanue ¢aiions 8 MHTEpHeTe ~ BOPOBCTRO;

4. Bceerna pacckasbiBaii B3pOCiIbIM 0 npoGieMax B CETH — OHH BCEra MOMOTYT,

3. Hcnome3yit nactpolikn Ge30nacHOCTH W NPHBATHOCTH, YTOGLI HE [OTEPATH CBOH
AKKAYHTBI B COLCETAX W JPYrHX Mopranax.

MOXHO

1. VYpaxail 1pyrux nonssosareei;

2. TMonpsyemsca MHTEPHET-HCTOUHHKOM — Jlefiail CCLUIKY HA HEro;

3. OrxpslBaif TOJIBLKO T€ CCHUIKH, B KOTOPLIX YBEPEH,

4. OBmarbcs 3a NOMOUIBIO BIPOCHBIM — POJNTENH, ONEKYHB! M aIMHHHCTDAlHs CaifToB
BCErja oMoryT;

5. Tpoiian obyyerue Ha calite «CereBHIOK» U MOJYYH NACHOPT HHPPOBOrO IpaxianHa!



Ipuaoxenne Ne2, Mudopmanmonnan naMarka s 00y4almExes s pasMemieHus Ha
opuunansubix Marepuer-pecypeax

C KaMJ/IBIM TOZOM MOJIOAEXKH B HHTCPHETe CTAHOBHTHCH OOJIbIIE, & IKOILHEKH OJIHH H3
caMblX AKTHBHBIX nojb3oBareiefl PyrHera. Mexay tem, NOMMMO OrpOMHOTO KOJHYECTBA

BO3MOMKHOCTEH, HHTEpHET HeceT u npobieMbl. DTa mamsaTKa ROMkHA roMous Tebe GezomacHo
HAXOJNUTHCH B CETH.

Komnviomepnoie upycot

KommbiorepHbiii  BHPYC — 3TO  Pa3’HOBHMAHOCTh  KOMIBIOTEPHBIX  IIPOTpaMm,
OTIHYMTENBHOH OCODEHHOCTBIO KOTOpOH  fBMsercs cnoco0HOCTE K pasMHOMEHMIO. B
JONOJIHEHHE K 3TOMY, BHPYCHI MOI'YT IOBPEIHTH MM ITONHOCTHIO YHHYTOXHTH Bee dalinbl u
JaHHble, MOAKOHTPO/ILHEIE MOJAL30BATETIO, 0T HMEHH KOTOpOro Obina 3anylicHa 3apa)cHHAs
[porpaMmMa, a TAKKe NMOBPE/IHTh HIM AQKEe YHHHUTOXHUTH ONEPALMOHHYIO CHCTEMY €O BCEMH
thatinamu B uenom. B GoubluMHCTBE Cllyyaes PaclpoCcTPAHAIOTCS BUPYChI Yepe3 HHTEPHET,

MeTo/sl 3alUHTEI OT BPEIOHOCHBIX IPOrpaMM:

1. Henonw3yl coBpeMeHHBIE ONEPALMOHHEIE CHCTEMBI, HMEIONIHE CEphE3HEI YPOBEHD
3alllATHl OT BPEJJOHOCHBIX IPOTPaMM;

2. Tloctosnuo ycraHasnupai nayty (UMQpoBEIE 3aNUIATKH, KOTOPHIE ABTOMATHUYECKH
YCTAHABIMBAIOTCS ¢ LENbI0 A0padTKH NpoTpaMMbl) H apyrae o0HOBREHMS CBOeH
olepallHOHHOM cueTeMbl. CKauuBai KX TONBKO ¢ 0QHUHAILHOrO caiTa paspaborunka
OC. Ecii cymecTByeT pexuM aBTOMaTH4ecKoro 0GHOBIEHH, BKITIOYH €ro;

3. Pabotait Ha CBOEM KOMIIBIOTEpPE MOJ IPABAMH MOJIL30OBATENA, @ HE aIMHHHCTPATOpA.
310 HE MO3BOJNUT OONBIIMHCTBY BPEIOHOCHBIX NPOIPAMM HHCTAUIMPOBATBCS Ha
TBOEM TIEPCOHATBHOM KOMIIBIOTEpE;

4. Wcnoneayl aHTHBHPYCHBIE NPOTpaMMHELIE IPOAYKTEL H3BECTHBIX MpOH3BOAHTENEH, ¢
aBTOMaTHYCCKUM oOHOBneHueM Ga3;

5. Orpanuvs GuUandecKui ZOCTYN K KOMIILIOTEPY U TTOCTOPOHHKX JHIL,

6. Hcnonp3y# BHenIEHE HOCHTETH HHGOOPMALIMK, TaKKe Kak QriemKa, AucK Wi ¢aiin u3
MHTEPHETA, TONBKO M3 NPO(EPEHHBIX HCTOYHHKOB;

7. He oTkpbiali KOMIbIOTEpHBIE (alIIEl, MONYYEHHBIE M3 HEHANEKHBIX MCTOYHHKOB.

Haxe Te daitnel, KoTOpble npucnajx TBoi 3HakoMeni. Jlyuime yTouHum y Hero,
OTHpaBIAN 16 OH Tebe ux.

Cemu WI-FI

Wi-Fi - 970 He BHJ epesayn JIaHHBIX, HE TEXHOIOMHS, a Beero Auimb Opewi, mapka. Eure
B 1991 rony uuaepnasackas KoMnaHus 3aperucrpupopana 6penn « WECA», yro oboznagano
crnopocoyeranne « Wireless Fidelity», kotoprrii neperosutes xax «0ecnpoBoHas TOYHOCTEY.

Ho namero spemeHr jouua apyras abOpesuartypa, KoTopas sBISeTCH TAKOW ke
TexHonornei. Ito abbpesnarypa « Wi-Fiyn. Taxoe nairanne 65110 JaHO ¢ HAMEKOM HA CTAHAAPT
Briciumii 38yKoBo# TexHukH Hi-Fi, uro B nepeBose o3nayaer «BbICOKAA TOUHOCTHY.

Ha, Gecnnaruptii mHTEpHET-A0CTYN B Kade, oTeNsX M adponoprax ABIAETCA OTAMUHON

BO3MOXKHOCTBIO BBIXOJA B HHTepHeT. Ho MHOIHE SKCTepThl CHHTAIOT, 4TO 00eaocTynHbe Wi-
Fi ceTn He sBnsotes GE30NACHBIMH.

Cosetni no 6esonacuocTy pabote B obmenocTynubx cerax Wi-fi:



He nepenasait csowo nuunyio uupopmanuio depes obmepoctymnsie Wi-Fi cern.
PaBoras B HHX, KENaTEJbHO HE BBOJMTH TAPOIH AOCTYNA, JOTHHB H KAKHE-TO
HOMEPa,; :

WMcenons3yit B 0GHOBNAN aHTHBHPYCHBIC porpaMmbl B OparMayep. Tem cambiM ThI
obezonacuins cebs OT 3aKa49KH BUPYCa Ha TBOE YCTPOHCTBO,

Ilpu wucnomszosanuu Wi-Fi otkmoun ¢ynkumoo «O6umit poctyn kx daitnam u
npuarepam». Jlandas ¢(yHkuMs 3aKphHTa 0O YMOJHAHHIO, ONHAKO HEKOTOpHIE
NONB30BATENH AKTHBHPYIOT & Juta yaobeTsa Hemonk30Banns B paboTe miH yuebe;

He wenonesyit nybauaneit WI-FI mia nmepenaus JNHYHBIX JBHHBIX, HANPAMEp Ui
BBIXO/JA B COLHANBHEBIC CETH HJIH B JMEKTPOHHYIO MOYTY,

WUnone3yit Toneko sammmensoe coeaunenue depes HTTPS, a e HTTP, T.e. npu
nabope Beb-aqpeca BBOAH uMeHHO «https://»;

B mobumpnom tenedome orkmoun dynxmmio  «[lomxmouwenue k  Wi-Fi

asTOMarTHyeckuy. He ponyckah aproMaryyeckoro NOAKIOUEHHS YCTPOHCTBA K CETAM
Wi-Fi 6es TBoero coriacus.

L
Coyuanbuvie cemu

ConmaypHple CETH aKTHBHO BXOJAT B HAUIy JH3Hb, MHOTHE JIHOAH paloTalwT W HKHBYT
TaM MOCTORHHO, a B Facebook yixe 3aperncTpupoBaH MHIUTHApIL YeJIOBEK, YTO ABIACTCS OXHOH
cenpMOH BeexX JKHTeNell nuanersl. MHOrHe IOb30BaTeNd HE NOHMMAIOT, YTO HHOpManus,

PasMEIICHHA! UMK B COUHAJBHBIX CCTAX, MOXKET ObITH HaHJIEHA M HCNONBE30BAHA KEM yromaHo, B
TOM vHcre He oba3arensHo ¢ GiardMu HaMEPEHHUAMH.

OcHOBHBIE COBETBI 110 6E30MACHOCTH B COILIHAJIBHBIX CEeTHX:

1.

2

Orpanuue crmcok apysed. Y r1efa B Apy3bsax He JOMKHO OBITh ClyqalHBIX H
HE3HAKOMBIX JIOJIEH;

Samminai CBOI YacTHYO Ku3Hb. He ykaszwisail naponu, tenedoHsl, agpeca, naTy
TBOETO POXKAECHHA M JIPYIYIO JHYHYKO HHGPOPMAIHIO. 3MOYMBIIUIEHHHKH MOTYT
HCIIOJIB30BATh ke HE(DOPMALMIO O TOM, KAK Thl ¥ TBOH DPOJMTENH IUIAHHpYeTe
NPOBECTH KAHHKYITI;

3amuimail CBOKO PeTyFalMIo - ICPKH ¢e B YHCTOTe W 3axasail cebe Borpoc: xoten 6l
ThI, 9T00bl APyrue MOJb30BATENH BHAEIH, 4TO Thl 3arpyxaems? Ilomymal, npexnue
YeM YTO-TO OnyONMMKOBATh, HANUCATE U 3aTPY3UTh;

EC/d T TOBOPHING ¢ JIOABMH, KOTOPEIX HE 3Haeb, HC MCMOJIB3YH CBOE peallbHOe
MMA ® IPYryI0 JHYHYI0 HHOOPMALMH: HMS, MECTO JKHTEeNIhCTBa, MecTo y4ebhl M
npouee;

M3beraii pasmemenus ¢ororpaduit 8 Murepuere, rae Tel n306paen Ha MECTHOCTH,
10 KOTOPOH MOHO OIpeleIiTh TBOoe MECTONON0KEHHE,

Ilpu pernctpanyy B coNMaIbHON ceTH HeoGX0AHMO HCTIOIB30BATh CIOXKHEIE ApoH,
cocrosmue 3 OYKB M TMQp ¥ C KONHYECTBOM 3HAKOB He MeHee §;

Jins counanreHOM CeTH, MOYTHI H APYrHX CAaHTOB HeOOXOAMMO HCMOMB30BaTh PasHble
mapomy. Torna ecin Tebs B3IOMAIOT, TO 3JOYMBINUTEHHAKH TIONYYAT JOCTYI TOMBKO
K OHOMY MECTY, 4 He BO BCE Cpasy.

Dnexmpounbie denveu

DNEeKTPOHHBIE JICHBI'H ~— 3TO 04YeHb yNOGHBIN crocob niarexed, OHAKO CYLIECTBYIOT
MOMEHHHUKH, KOTOPbLIE XOTAT IOJIYYHTE 3TH AEHBI'H.

BHEKTPOHHBIS ACHBI'H MOABHJ/IHCE COBCEM HENABHO H MMEHHO H3-3a 2TOr0 BO MHOTHX
FoCynapcTBax 10 CHX IOP HE NPONKHCAHO IIPO HUX B 3aKOHAX.



B Poccun e oHH (YHKIHOHHPYIOT H O HMX Y)Ke [pONMCAHO B 3aKOHE, Iae HX
pazgensioT HA HECKOJBKO BMJIOB — AHOHMMHBIC H He AHOHHMHEBIE. PasHuua B TOM, 4TO
AHOHMMHBIE - 3TO Te, B KOTOPHIX paspeliaercd NpOBOAHTb onepauuu Oes uaeHTHHKALHHK
[1071630BATE, & B HEAHOHHMHbIX HICHTUOHKALMY NOJIL30BATENS SBAeTCA 00a3aTenbHOH.

Takxe ceayeT pa3iuuarh ACKTPOHHBIE (HATHBIE ACHBIH (PaBHBI FOCYIapCTBEHHBIM
BAMIOTAM) M 2/eKTPOHHbIE He(bHaTHbIE ACHLIH (HE PABHE! TOCYAPCTBEHHBIM BAITIOTaM).

OcHosHbie coBeTH 0 Ge3onacHoi pabore ¢ 3NEKTPOHHBIMH JEHBIAMH:

1. Tlpupsku K cuery MobunbHbIi Tenedou. 1o cambiii ya0OHBI 1 OBICTPEIHA cTIOCOG
BOCCTAHOBHTHL MIOCTYN K cueTy. [lpupsisanubii Tenedod noMoxer, ecnn 3adynewsb
CRO IIATEeNHBIN ApOIh HIIM 3aii/Ielb Ha caliT ¢ HE3HAKOMOIO YCTPOHCTBA;

2. Hcnomesyit ojHopasoseie nmapond. [Tociie nepexoia Ha YCHACHHYIO aBTOPH3ALMIO
Tebe yxe He OyIeT yrposKaTh ONaCHOCTE KPayKH MM NEPEXBATa [IATEHHOTO NApoLs;

3. Buibepu cnoxkubeii napons. llpecrynuuxam Oyner He NPOCTO YraiaTh CIIOKHBIH
naposis. Hanesxisle mapoian — 3T0 NApo/H, KOTOPEIE COAepKaT He MeHee 8 3HaKOB U
BKMOYAIOT B ¢ebs CTPOYHbIE M NPONHCHBIC OYKBBI, LHPPH M HECKOIBKO CHMBOJIOB,
TAKHME KaK 3HAK J0/U1apa, GyHTa, BOCKIMIATeNbHEIH 3HaK 1 T.11. Hanpumep, $tROng!;;

4, He BBOAM CBOM JIHYHBIC JAHHBIE HA caliTaX, KOTOPLIM HE JA0BEpSellb.

Dnexmpounas noyma

DNeKTPOHHAS MOYTA — ITO TEXHOJIOTHS | [PEIOCTABIAEMBIE €10 YCAYIH MO NMEPECHUIKe H
MOIYYEHHIO NEKTPOHHEIX COOOIIEHHH, KOTOphIe PAclpele/sioTCs B KOMNBIOTEPHOH CeTH.
OBBIHO  9NEKTPOHHBLIM  MOYTOBBI  SIOMK  BBITVSLAMT  clefyrommM  obpasom:

HMA_NONB30BATENR(@HMs_jomeHa, Takke KpoMe Iepefadd NPOCTOrO TEKCTa, HMeeTcs
BO3MOXHOCTE llepe/laBaThb (haiip.

OcHoBHbIE COBeTHI N0 Ge30nacHoil paboTe ¢ AMEKTPOHHOH NOYTOM:

1. Hano Beifpars npasuibHelil NOYTOBbIE cepsuc. B unTepreTe ecTh Orpomubii BrGop
GecnraTHBIX TIOYTOBBIX CEPBUCOB, OIHAKO NyYLle NOBEPATH TEM, KOr0 3HACIIL K KTO
nepeblil B peHTHHIE, r

2. He ykaswiBaii B Jm4HOl mouTe muuHylo HHdopmaumio. Hanpumep, sydime BeOparts
«MY3BIKANBHBIH_(anat@» win «pox2013» emecto «remal3y;

3. HMenons3yil ABYXITAIHYIO ABTOpU3aLHIO. DTO KOTIA HOMHMO NapoJisi HYXKHO BBOJHTE
KOJL, npuchLtaeMsrii mo SMS;

4, BriGepu cnoxHei naponb. [ KakIoro mouTOBOTO sAUIMKA NOKEH OBITH CBOM
HaJeKHbIH, YCTORUMBBIHA K B3JIOMY 11apOIih;

5. Ecid ecTh BO3MOKHOCTH HAIMCATH CAMOMY CBOH JIMUYHBIH BONPOC, HCTIONB3YH 3Ty
BO3MOXKHOCTE;

6. Hcnons3ylh HECKONBKO MOYTOBBIX siuMkoB. [lepBeii mm1s 4acTHOM mnepenwcku c
azipecartaM, KOTOPLIM Thl JIOBepsiellib, OTO JJIEKTPOHHBIH ajapec He Hauo

HCIIOB30BATE IPH perucTpaitiy Ha Gopymax o caHTax;

He orkpbipait (aiinbl ¥ Apyrue BIONKEHMS B NUCHMAX JaXe €CIH OHM NMPHULUIM OT

TBOMX Jipy3ei. JIydie yrouny y HuX, OTripasisan in onu tebe atu daitns,

IMTocne oxonuanus paGoTBI HA NOYTOBOM CEPBHMCE IIEPEl 3aKPHITHEM BKJIAIAKH C
caifToM He 3a0yap HAXATh Ha «BBIATHY.



Kubepbynaune uiu eupmyanshoe uzdesameibemso

KubepOymmmer -— mnpecnegoBanne cooOIMEHHAMH, COAEpPXKAIMMH  OCKopOneHus,

arpeccHIo, 3alyrHBaHHE; XY/JHTAHCTBO; COLHATLHOe GORKOTHPOBAHKE C MOMOMIBIO Pas/IHYHbIX
HHTEPHCT-CEPBHCOB.

Ocnosrsle copersl 110 Gopsbe ¢ kubepSyntuurom:
1. He 6pocatics B Goit. JIyqnii crioco6: nocoeToBaThest Kak ¢e0f BECTH H, €CNIH HET
TOTO, K KOMY MO¥HO 0OpaTuThCs, TO BHAYANE YCIMOKOHThCA. ECIH ThI HavHeus

oTBedaTh ockopOieHHsAMM Ha ockoplieHus, TO TONBKO eme Oonblle Pa3sOROKELIs
KOH(IHKT,

2. VYnpasnsit csoeit kuGeppernyrauueii;

AHOHMMHOCTH B ceTH MuuMas. CymecrsyioT cnocofsl BBIACHATB, KTO CTOHMT 3a

AHOHHMHBIM AKKAYHTOM;

He cront Becti xyauranckait o6pas Bupryaibrol Kusnd. MUuTeprer QuUkcHpyer Bce

TBOM JIEHCTBUA U COXpaHAeT UX. Y namuts ux OyaeT KpailHe 3aTpyAHUTEIBHO,

5. Cobmopaii cBOM BHPTYAIBHYIO 4€CTh CMONOY;

6. Wrnopupy# eymuuynblii neratus. OpHopasopele ockopGuTensnbie coobmenus

Jlyuine HTHOPHPOBaTh. OORIMHO arpeccus NPeKpallaeTcs Ha HauanbHON CTagum;

Ban arpeccopa. B nporpamMmax o0MeHa MrHOBEHHBIMH COOOIIEHHAMH, B COIHAIBHBIX

CeTAX CCTh BO3MOKHOCTL OMOKHPOBKH OTNpPABKM COOBIUEHHH C ONpeaeneHHBIX

aJipecos;

8. Ecm thl cBumerens kuGepOysnmnra. TBom [meicTBMA: BHLICTYMHTH TPOTHB
[PEeCIeNOBATEeNIs, [OK43aTh €My, YTO ero JAeliCTBUS OLEeHHBAIOTCA HEraTHBHO,
MOJUIEPXKATh JKEPTBY, KOTODOH HYXHA IICHXOJIOTHYecKas TOMOIb, COoOIIHTE
B3POCIBIM 0 (aKTe arpecCHBHOrO NOBEIEHHS B CETH,

Mobunoneii meneghon

Cospemennpie cMmapThOHR W IUIAHUIETH! cojepkar B cefe BHOJNHE BIPOCHBIH
(GyHKIMOHAN, W Temepb OHH MOTYT KOHKYPHPOBATH CO CTALIHOHAPHLIMH KOMIBIOTEPAMH,
Onnaxo, cpeacTs 3alUThI Ui TOJ0OHBIX YCTPOHCTB MOKa 049eHb Mano, TecTHpOBaHHE W MOHCK

YA3BHMOCTEH B HHX TMPOHCXOLMT HE TakK MHTeHcHBHO, kKak i [TK, To ke camoe xacaercs u
MOOHJTBHBIX TPUIIOKEHHIA,

Cospemennnie MOGHIBREIC Opay3ephl ye NPAKTHYECKH JOTHAIM HACTONLHEIC AHATIOTH,

O/IHAKO pacuiuperHe (QyHKIMOHala Bjeder 3a cobol GOMbUIYIO CHOKHOCTE H MEHBUIYIO
3aUHIEHHOCTh.

Haneko He BCe TPOH3BOJMTE/IH BHIMYCKAOT OGHOBNEHHS, 3aKPHIBAIONINE KPHTHUYECKHE
YAIBHMOCTH IS CBOMX YCTPOHCTB.

OcuoBHBIe COBETHI jUtA Ge3onacHocTd MoBUIBbHOrO Tenedona:
1. Huuero me sminsercs no-macrosmemy GecrnnmaTHeiM. By OCTOPOKEH, BeIb KOrIa

rebe npeanaraor GecriaTHBIE KOHTEHT, B HEM MOTYT GBITh CKPBITHI KAKHE-TO
NaTHBIE YCIIYTH;

2. ymaii, npexcie sem otnpasuts SMS, oo unm Buaeo. Te TOYHO 3HAEWIb, TIE OHM
Byayr B KoHEuHOM HTOTE?

3. HeoGxonmumo 06HOBIATE ONEPAHONIYIO CHCTEMY TBOETO cMapTdoHa;

4.

Henonbsyit anTuBHpyCcHbIe porpamMMbl 11k MOGHIBHEIX TenedoHOoB;




5. He sarpyali npuiioxeHus OT HEH3BECTHOIO HCTOYHHKA, BEIb OHH MOTYT COACPHKATh
BpEZIOHOCHOE NporpamMmHoe obecneyeHne;

6. Tlocne Toro Kak Thl Buiifews ¢ calTa, rie BBOAHII JIHYHYIO umbopmauum 3afizd B
Hactpoiixu Gpaysepa u ynamu cookies;

7. Tlepuoauyecku Nposepsii KaKue IIATHBIE YCIYTH AKTHBHPOBAHEl HA TBOEM HOMEDE,

8. Jlasait cpoii HoMep MOOHIBHOIO TenedoHa TOABLKO JIOAAM, KOTOPBIX Thl 3HACUIL H
KOMY JOBEpsellb;

9. Bluetooth gomked ObITh BBIKJIOYEH, KOTJA Thl KM He noiabiyemscs. He 3abpiait
HHOT 1@ ITPOBEPATE 3T0.

Online uepui

CoBpeMeHHBIe OHJAHH-UIPbI -~ 9T KpACOYHBIE, 3aXBATHIBAIOLIHE pa3BIEuCHHI,
0OBeIMHAIOUIME COTHH THICAY YEN0BEK o BceMy MHpY. Mrpoku Hccneayior NaHHBIA HM MHD,
oBmaloTes APYT ¢ APYroM, BHITIONHAIOT 3aaHKK, CPAXKAIOTCA ¢ MOHCTPAMH H MOMYYAIOT OMbIT.

3a yNIOBONBCTBHE OHM IUIATAT: NOKYIIAIOT JHMCK, OIIAYMBAIOT a0OHEMEHT MM mnpuobperaior
KAKHe-TO OMIHH.

Bee a1 cpeicTBa MAYT HA IIOANCPIKAHHE W Pa3sBHTHE HIPBl, @ TAKXKE Ha camy
Ge301acHOCTb: COBEPIUEHCTBYIOTCS CHCTEMBl ABTODH3ALMH, BBITYCKAIOTCS HOBEIC MATHH
(und)poBble 3ATUIATKH JUA NPOrPaMM), 3aKPBIBAIOTCS YA3IBHMOCTH CEPBEPOB.

B nopoOnbIx Hrpax CTOHT OnacaTbCs HE CTOJIBKO CBOHX COICPHMKOB, CKOJIBKO KpaXH
TBOErO Napojsd, Ha KOTOpOM OCHOBaHa CHCTEMA aBTOPH3ALHH 6onLIIKHECTBA HIP.

OcHoBHBIE COBETHI 110 6E30NacCHOCTH TBOETO HIPOBOIO AKKayHTa!

1. Ecnu apyro#t urpok Befet cefs m10Xo Win co3naeT Tebe HeNpHATHOCTH, 3a6n0KupyH
€ro B CIIHCKE HTPOKOB;

2. Tlowxanyifcs aImMHHHCTPATOpPamM HIPHl Ha [UIOXO€ TOBEICHME 3TOr0 HIpOKa,
WeJIaTeIbHO NPHIIOKHTE KAKHE-TO JOKA3ATENbCTBA B BH/IE CKPHHOB,

He yxaswisait mHunyo uHGoOpMaLnio B npodaine urpsl,

Veaxait Apyrux y4acTHHKOB IO HIPE;

He ycTanapiuBait HeS(HIMATEHbIE TATYH W MOJB,

Henonsayit cnoxupie B pasHbIe MApoIIy;

Jlake BO BpeMs MIPbl HE CTOMT OTKIIOYATh aHTHBHMpyc. [loka ThI Mrpaeurs, TBOH
KOMIIBIOTEP MOTYT 3aPA3UTh.

D In b

Duruune Wil KPANCA AWUHBLX OQHHBIX

O6piuHOM Kpaxelt JeHer M JOKYMEHTOB CErOJIHS Y)K€ HMKOTO HE YAHBHINB, HO €
pa3sBUTHEM WHTEPHET-TEXHONOrMH  370YMBINUIEHHHKH TNEPEMECTHIMCE B HHTEDHET, H
IIPOJOJDKAIOT 3AHHMATBCS (IHOOUMBIMY J1E]IOM,

Tax nosBriacs HOBAs Yrpo3a: HHTEPHET-MOLICHHHYECTBA W/IH (DMILMHT, IJIABHAs LENE
KOTOPOI0 COCTOMT B HOJYYEHWH KOHQHJIEHIMAIbLHBEIX HAHHBIX MOJbL30BaTEéNeH — JIOrHHOB H

naponeil. Ha anriuifckom s3sike phishing unraercs kak dumurr (ot fishing — prifuag nosns,
password — napos).

OcHnosHble coBeTsl 110 Goprbe ¢ huiuHrom:

1. Cnemm 3a cBOMM axkKayHTOM. ECNHM Tl NOJO3peRacilb, YTO TBOS AHKETa ObLIa

B3/IOMAHA, TO HeoOxoumo 3abnokupoBath ee M COOGIMTH AIMMHHMCTPATOpAM
pecypca 06 3TOM Kak MOXHO CKOpeg;




2. Hcnonesyit OesomacHpie BeO-cafiThl, B TOM 4HCIE, WHTEPHET-MArasuHoB WM
MOMCKOBBIX CHCTEM;

3. Hcnonwsyit cnoxusle ¥ pasueie napond. Takum ofpasom, ecnu Tebs BIOMAIOT, TO
INOYMBIIUIEHHUKH [1071y4aT JOCTYI TOJIBKO K OIHOMY TBOeMY npodumo B ceTy, a He
KO BCEM;

4, Ecnn tebs B3nOMAIM, TC HEOOXOMMO NPEAYNPEAHTh BCEX CBOMX 3HAKOMBIX,

xotopeie jobasiens y tebs B 4py3baxX, O TOM, 4TO Tebs B3jOMAIM H, BO3MOMKHO, OT

TBOEI0 HMEHM OyeT pacChUIaTLCA CNaM W CCBUIKH Ha (PHUIHATOBEIC CaiThI,

Veranoeu Hagexusd mapons (PIN) va moOunbHbll Tenedon;

OTxiroun coxpaHenne napons B Gpaysepe;

7. He oTkpeiBai daiinel ¥ Ipyrue BIOMKEHHS B [IHCbMax JaMe eCld OHH NPHILIH OT
TBOMX Jipy3edt. JIydiie yTOuHH y HUX, OTIIPABIIAIH JTH OHM Tebe oTu dalinel.

o

L{ughposas penymayus

[ludposas penyraius - 570 HeraTHBHas WIH NMO3WTHBHAA WHOOPMAUUA B ceTH o Tebe.
KomnpomeTnpytomas uHoOpMalns pa3sMELICHHAS B HHTEPHETE MOXET Cepbe3HbiM o0pasoM

OTpasHThCA Ha TBOeH peansHOH u3HH. «lludposas penyramus» - 3T0 TBOH MMHIK, KOTOPBIH
dopmupyercs H3 HHGOpMaLKK 0 TeGe B MHTEpHETe.

Tsoe mecTo xuTenbCTBA, yueObl, TBOE QHHAHCOROE MOJI0KEHHE, 0cODEHHOCTH XapaKTepa
M paCCKa3skl O OIM3KUX — BCE 3TO HAKAIIMBACTCH B CETH.

MHorse noAPOCTKY JIETKOMBICIEHHO OTHOCATCH K nyOnukaumn nu4Hol undopMmauun B
Uutepuere, He MOHKMAas BO3MOKHBIX mocnesicTBuil. Thl nake He CMOKEIIbL JOTalaTbes O TOM,
uto doTorpadus, pamenieHHas S eT Hazajl, CTaga IPUYMHON O0TKa3a MPHHATH TeOa Ha paboTy.

KommenTapuu, pasmewienue Toux Qororpadguil u apyrHe HAeHCTBHS MOIYT He
WCHE3HYTh A@XKE IMOCHE TOro, Kak Thl MX yiaidiis, Thl He 3Haemb, KTO COXPAHHI 3Ty
HH(OPMAIIMIO, NONANA JIH OHA B OHCKOBBIC CHCTEMBI H COXPAHHJIACH JIH OH4, @ IJIABHOE: YTO
noxymaroT 0 Tede OKpyKalonlee JIOAH, KOTOpble HafayT ¥ yBHAAT 3T0. Halith uHdopmanmio
MHOTO JIET CIYCTH CMOKeT moOoH — Kak u3 nobperx 1oOyxneHHH, Tak H ¢ HAMEPEeHHEM
NPUYHHAUTE Bped, DTo MOXeT OBITh KTO YTOIHO.

OcHOBHEIE COBETHI 110 3auuTe UH(POBON penyTauuH:

1. Tlomyma#l, npexae uem 4To-TO NyOAHKOBATH W nepenasaTh y cebs B Gnore uiau B
COIMAILHOHN CeTH,

2. B nacrpofikax npouns yCTAHOBH OTPAHHYEHHS Ha POCMOTP TBoero npoduis u ero
COAEPIKUMOro, caenail ero TOMBKO «AJd Apy3ei»;

3. He pasmemaii 1 He ykasersal HHYOPMANHMIO, KOTOpas MOKET KOro-imbo ockop6asrs
uiK o6HKars.

Aemopckoe npaso

CoBpemeHHbBIe INKOABHHKA— AKTHBHbIE [0JIb30BATENH LHQPOBOro MpOCTPAHCTRA.
Onmako Jajiexko He BCE 3HAIOT, YTO N0/L3OBAHNE MHOTHMH BO3MOXHOCTSMH LH(POBOTO MHpa
TpebyeT cobnoIeHNs NpaB Ha HHTELICKTYATbHYIO COOCTBEHHOCT.

Tepmun  «uHTENIEKTyaIbHAS COOGCTBEHHOCTE) OTHOCHTCA K pPASIMYHBIM TBOPEHHAM
HEJIOBEHECKOI0 yma, HaYHHas ¢ HOBBIX H‘306p€:’1‘CHHﬁ H 3HAKOB, oGosﬂaqajomnx cOoOCTBEHHOCTD

Ha MPONYKTbl M YCAYIW , W 3aKanuusas Kuuwramu, ootorpadusMu, KHHODUIBMAMH H
MY3BIKaJIbHBIMH IIPOH3BEICHHAMHA.



ABTOPCKHE IIpaBa — 3T0 TpaBa Ha WHTEJUICKTYanbHyI0 COGCTBEHHOCTh Ha NIPOM3BECHHSA
HAYKH, JIMTeparTypbl H HCKYCCTBA. ABTOPCKHQ lipapa BLICTYIIAIOT B Ka4CCTBE rapaHTHy TOro, 410
METEIUIEKTYAIbHBII/ TBOpYecKuit TPy aBTopa He OyleT HANpPAacHBIM, JACT €My CIIPaBeUIMBbIC
BO3MOMHOCTH 3apaloTars Ha pesynprarax CBOEro Tpyia, MOJYYHTh H3BECTHOCThL H IIPH3HAHHKC,
Huxro €3 paspelierus aBTopa He MOXKET BOCIPOM3BOJAUTD €10 IPOM3BEACHHE, PACTIPOCTPAHSATS,
ny6AMYHO JIeMOHCTPHPOBATE, NPOJABATH, MMIOPTMPOBATH, NyCKATh B MpPOKAT, MyGIHYHO
KCIIONHATD, TTOKA3LIBATL/MCTIONHATE B 2hupe Wi pasmemars B Murepuere.

Menonb30BasKe (ITHPATCKOTO» MIPOIPAMMHOTO o0ecrieue s MOXKeT IPHBECTH K MHOTHM
pHCKaM: OT [IOTEPH IAHHBIX K TBOMM AKKayHTam [0 ONOKMPOBKH TBOEro yCTPoHCTBa, rie
yCTAHOBIEHHBIH He neraibHas nporpamva. He croumt rtakke 3abbiBarh, 410 CyUIECTBYeT
neratbibie ¥ GecniaaTHbie IPOrpaMMbl, KOTOPBIE MOXKHO HaHTH B CETH.

O nopmane

Cereuyox.pdp — TBOH r7aBHLIH COBETYMK B CETH. 3/eChb Thl MOXEIBb Y3HATH O
6e3011aCHOCTH B CETH NMOHATHBIM M ZOCTYTTHBIM S3BIKOM, @ MPH BO3HHKHOBEHHH KPHTHYECKOH
CHTYAUMH OBpaTHTBCA 3@ COBETOM. A TAKKe NPHHATH YYaCTHE B KOHKYPCAX H CTaTh CAMBIM
HHGPOBEIM IpakIaHHHOM !




